
 
 

UNIT – IV 

Enumeration & Exploitation 

PART – A (Short Answer Questions) 

S.No Questions BT CO PO 

1 Define Enumeration. L1 CO4 PO2 

2 What are Enumeration Techniques? L2 CO4 PO1 

3 What is Soft Objective in Enumeration? L2 CO4 PO1 

4 What are the Elements of Enumeration? L2 CO4 PO1 

5 Define Exploitation. L1 CO4 PO1 

6 What is Intuitive Testing? L2 CO4 PO1 

7 Explain Evasion Techniques. L2 CO4 PO1 

8 What are Rootkits? L2 CO4 PO1 

9 Define Password Cracking. L1 CO4 PO1 

10 What is War Dialing? L2 CO4 PO1 

 

PART – B (Long Answer Questions) 

S.No Questions BT CO PO 

11 Explain Enumeration Techniques used during penetration testing.  L3 CO4 PO2 

12 Discuss the Elements of Enumeration and their significance.  L2 CO4 PO3 

13 Explain how Enumeration prepares the tester for the next phase.  L3 CO4 PO2 

14 Describe Intuitive Testing and Evasion Techniques.  L3 CO4 PO1 

15 Explain Password Cracking techniques and preventive measures.  L3 CO4 PO2 

16 Discuss Rootkits and their impact on system security.  L3 CO4 PO3 

17 Explain Exploitation of Operating Systems and Applications.  L4 CO4 PO2 

18 Discuss Network Exploitation and Service-Based Attacks.  L4 CO4 PO1 

19 Explain War Dialing and its relevance in security assessments.  L3 CO4 PO2 

20 Describe various Areas of Concern during Exploitation.  L4 CO4 PO3 

 
 


